Monitoring Web Browsing Behavior with Differential
Privacy

Liyue Fan, Luca Bonomi, Li Xiong, and Vaidy Sunderam
Dept. of Mathematics and Computer Science, Emory University
~Atlanta, GA, USA
{ Ifan3, Ibonomi, Ixiong, vss }@mathcs.emory.edu

ABSTRACT

Monitoring web browsing behavior has benefited many data min-
ing applications, such as top-K discovery and anomaly detection.
However, releasing private user data to the greater public would
concern web users about their privacy, especially after the incident
of AOL search log release where anonymization was not correctly
done. In this paper, we adopt differential privacy, a strong, provable
privacy definition, and show that differentially private aggregates
of web browsing activities can be released in real-time while pre-
serving the utility of shared data. Our proposed algorithms utilize
the rich correlation of the time series of aggregated data and adopt
a state-space approach to estimate the underlying, true aggregates
from the perturbed values by the differential privacy mechanism.
We evaluate our algorithms with real-world web browsing data.
Utility evaluations with three metrics demonstrate that the quality
of the private, released data by our solutions closely resembles that
of the original, unperturbed aggregates.

Categories and Subject Descriptors

H.2.7 [Database Management]: Database Administration—secu-

rity, integrity, and protection; H.2.8 [Database Management]: Database

Applications—data mining

Keywords
Web Monitoring, Web Mining, Differential Privacy

1. INTRODUCTION

Web browsing behavior of individual users can be characterized
by the sequence of visited web pages and the time of visits as they
interact with the World Wide Web during each browsing session.
These private browsing sessions have been extensively used by
servers as well as third-party researchers to perform data mining
and understand important phenomena, such as:

e finding the most popular web pages and how the trend changes
over time [9}[19],

e detecting interesting, new contents on the web [13|24] ,
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Figure 1: Examples of distinct browsing behavior

e watching the web traffic for suspicious behavior or attacks
(L1121,

e cnsuring websites uptime, performance, and functionality are
as expected.

However, the release of private browsing data to third-parties or
the greater public would raise user concerns from a privacy per-
spective. Users tend to interact with the web in an unrestrained
manner, leaving behind confidential preferences and identifying in-
formation. The AOL data release in 2006 is an unfortunate privacy
incident [[1], where the searches of an innocent citizen were quickly
re-identified by a newspaper journalist. Similarly, the web brows-
ing behavior exhibits strong patterns and indicates sensitive infor-
mation about users, such as their health, locations, connections, and
finances. Therefore it is the responsibility of the service provider,
i.e. data holder, to ensure that releasing this data will not compro-
mise individual user privacy.

EXAMPLE 1. Three browsing sessions, each associated with an
individual user, are illustrated in Figure [[1 Alice starts her ses-
sion from the front page and successively navigates to a blog. In
this session, we notice that Alice quickly leaves the front page and
reaches the blog page where she persists for several consecutive
time stamps, which potentially reveals that Alice may be interested
in blogging activities. Bob’s session shows another distinct brows-
ing behavior compared to other users. In his session, Bob starts
from the front page, performs a search, and then visits several news
pages. His session ends finally after reaching the finance page.
From this browsing sequence, we can infer that Bob is likely to be
interested in news, especially finance related news.

The open question is how to release web browsing data in a way
that is simultaneously useful and private. Can we simply replace
or remove user names or other unique identifiers? As in Figure [T}
replacing user names with random identifiers would not hide the



distinctiveness or identifiability of each browsing pattern. We are
in need of a strong, provable privacy guarantee.

The current state-of-the-art paradigm for privacy-preserving data
publishing is differential privacy [2], which requires that the aggre-
gate statistics reported by a data publisher be perturbed by a ran-
domized algorithm .A, so that the output of .4 remains roughly the
same even if any single tuple in the input data is arbitrarily modi-
fied. Given the output of A, an adversary will not be able to gain
much more knowledge about any single tuple in the input, and thus
privacy is protected. We will provide the formal definition of dif-
ferential privacy in Section 3.

In this work, we take a first step towards sharing web browsing
data with differential privacy. Rather than releasing a collection of
browsing sessions, we consider the problem of releasing the num-
ber of visits to each web page at every time stamp. We adopt the
formal differential privacy guarantee to protect each individual ses-
sion and design two algorithms for releasing the counting data in
real-time. Our contributions are summarized as follows:

(1) We propose a state-space approach to monitoring aggregated
web browsing activities under differential privacy. The standard
differential privacy mechanism injects perturbation noise into the
true aggregates at every time stamp, resulting in high perturbation
error in the released data. We consider the true aggregates at ev-
ery time stamp as “hidden” states, and the perturbed aggregates
obtained from differential privacy mechanism as ‘“noisy” observa-
tions. Based on the known perturbation mechanism, we propose
to release the posterior estimates of “hidden” states, which are sta-
tistically more accurate than the purely perturbed values, for web
monitoring tasks.

(2)  We design two algorithms based on time series state-space
models to release differentially private aggregates in real-time. The

first algorithm extends our previously proposed FAST framework [14]

and establishes a univariate time series model for the count series
of every web page. The second algorithm establishes a multivari-
ate time series model for simultaneously monitoring the visits to all
web pages and utilizes the Markov property of web navigation for
accurate process modeling. The Kalman filter based posterior esti-
mation technique is used by both algorithms to enhance the utility
of released data. We propose to approximately model the Laplace
perturbation noise as Gaussian and formally analyze the optimal
choice of Gaussian variance in the specific web browsing setting.
(3) We demonstrate how to learn the model parameters for our
proposed approaches from a small set of training data. We then
select three utility metrics, including average relative error, pre-
cision for top-K mining, and KL-divergence, and show that the
usefulness of private released data values by our methods closely
resembles that of the original unperturbed data. The experiments
with real-data collected from msnbc.com confirm that our pro-
posed methods release useful aggregates in real-time without com-
promising individual privacy. We believe that they can be applied
to enable a wide range of web monitoring tasks.

The rest of the paper is organized as follows: Section 2 briefly
surveys the related works on privacy preserving (aggregated) user
activity monitoring. Section 3 provides the problem formulation,
background for differential privacy, and state-space modeling. Sec-
tion 4 presents an overview of our framework, as well as the techni-
cal details of two proposed algorithms. Section 5 describes the data
set and presents a set of empirical studies. Section 6 concludes the
paper and states possible directions for future work.

2. RELATED WORK

In this paper we study the problem of privately monitoring web
browsing activities, which is a special case of privacy-preserving
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time series analysis present in literature. Several works have been
proposed in the last decade to tackle the private release of time
series data and they differ in the privacy notion and data arrival
pattern. Among these works two major research directions have
been developed investigating the private release of numeric time
series [23} (7 111114 22] and discrete series (event sequences) [16]
25| respectively. Furthermore, the processing of the time series can
be done in an online and off-line manner. In the former setting the
time series is processed in a streaming fashion, that is for every new
data item arriving in the stream the algorithmic solution provides an
output, while in the latter setting the computation is performed after
the entire series is acquired.

2.1 Works in Differential Privacy

Differential privacy [10] has become the de facto standard for
privacy preserving data analytics. Dwork et al. [10] established the
guideline to guarantee differential privacy for individual aggregate
queries by calibrating the Laplace noise to the global sensitivity of
each query. Since then, various works have adopted this defini-
tion for publishing histograms [27]], search logs [18], mining data
streams 0], and record linkage [3].

The works of [[7, [11] studied continual counting queries over
data streams. These solutions provide important theoretical re-
sults in the stream setting by exploiting the relationship between
the privacy level and the final utility. However, both works adopt
an event-level privacy model, with the perturbation mechanism de-
signed to protect the presence of an individual event, i.e. a user’s
contribution to the data stream at a single time point, rather than the
presence or privacy of a user. Rastogi and Nath [23] also studied
the problem of releasing time series of count data. They proposed
an algorithm based on Discrete Fourier Transform (DFT), which
guarantees differential privacy by perturbing the discrete Fourier
coefficients. However, it is not applicable to real-time monitoring
tasks due to the nature of Fourier transform. Furthermore, it intro-
duces an approximation in representing the time series using only
d largest Fourier coefficients.

With the technique of posterior estimation, also referred to as
probabilistic inference in [26], we have proposed FAST framework
in [14} [15]] for releasing time series data with user-level differen-
tial privacy. The FAST approach presents two major components:
sampling and filtering. The sampling component is to minimize the
overall privacy cost by adaptively sampling long time series. The
filtering component predicts data values at non-sampling points and
corrects the perturbed values at sampling points. The FAST frame-
work is designed to protect user-level privacy. Due to the problem
setting in this paper, it is adapted to provide session-level privacy
guarantee.

2.2 Other Privacy Notions

Many solutions have been developed to release time series data
with privacy notions other than differential privacy. Papadimitriou
et al. [22] studied the trade-off between time series compressibility
and perturbation, developing two algorithms based on Fast Fourier
Transform (FFT) and Discrete Wavelet Transform (DWT) respec-
tively. The key idea of these approaches consists in processing the
time series both in off-line and online fashion by perturbing the
frequency of the series. Although the proposed techniques intro-
duce additive noise to the released series, there’s no formal defi-
nition or guarantee of privacy. G&tz et al. [16] proposed a novel
approach (Masklt) for releasing user context streams with suppres-
sion. Masklt allows user-defined sensitive contexts that are care-
fully checked in the released stream, with the goal of limiting the
adversary’s ability of learn about user sensitive contexts from the



Session t1 tz t3 t4 t5
S1 fp fp

So fp news  Sports news

S3 tech news news local
S4 on-air health local

Table 1: Example browsing sessions

released stream. They also propose to model user movement pat-
terns by a Markov chain. In the event stream domain, a similar
notion of privacy based on suppression has been proposed in [25].
In this approach, the sensitive information is related to the presence
of private patterns in the data stream. The suppression of these pat-
terns is performed over the stream to maximize the utility for the
useful non-sensitive patterns reported in the released series.

3. PRELIMINARIES
3.1 Problem Definition

Here we formally define the problem of monitoring web brows-
ing activities with differential privacy. A browsing session is de-
fined as a sequence of web pages browsed at consecutive, discrete
time stamps, which can be obtained from the log file of page re-
quests [. We consider all browsing sessions are established on a
single server, where no data integration is needed across differ-
ent servers. Furthermore, the sessions are dynamically established,
possibly starting at different time points with variable lengths.

Let D denote the database of browsing sessions (illustrated in
Table [T)) and T' denote the expected length of monitoring period.
Without loss of generality, we assume that there are m web pages,
i.e. pagei,pages, ...,pagem, hosted on the server. An example
of a browsing session of length 3 is s2 in Table[Tl In this session,
the user starts from the front page (“fp” for short) at time ¢2, then
successively navigates to the news page at time t¢3, and finally at
time t4 browses the sports news page and the session terminates
there. The goal of our work is to release the number of sessions in
D browsing page; at time k for each ¢ and k, without disclosing
the presence or absence of any private session. A formal definition
of our problem is provided below.

PROBLEM 1 (PRIVATE WEB MONITORING). Let i denote
the number of sessions in D that browse the i-th page at time stamp
k, 1 < k < T. For every time stamp k, we are to release a san-
itized count %, for every i, such that the series of private releases
{riym,, fork =1,..., T} satisfies a-differential privacy.

We further limit user browsing activities by introducing an addi-
tional parameter l,,, 42, Which indicates the maximum session length
allowed in our problem setting. We assume lnqz < 7. Our
consideration is three-fold: 1) In practice, a typical browsing ses-
sion would not contain unlimited number of web pages. For ex-
ample, the average session length is 4.7 from data collected on
msnbc. com, shown in Table Bl 2) It is very common for web
applications to specify a fixed time-out period such that the session
automatically ends if the user does not refresh or request a page
within that period. 3) From privacy preservation point of view, if a
session could contain an unbounded number of web pages, it would
have an unlimited influence on the released aggregate values. As a
consequence, the differential privacy mechanism, described below,

"Between two successive requests, the user is assumed to browse
the previous page
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would have to inject a large perturbation in order to mitigate such
an influence. Based on these considerations, we set ljaz = 20
later in our empirical studies.

3.2 Differential Privacy

The privacy guarantee provided by our work is differential pri-
vacy [2]. Simply put, a mechanism is differentially private if its
outcome is not significantly affected by the removal or addition of
any record. An adversary thus learns approximately the same in-
formation about any individual record, irrespective of its presence
or absence in the original database.

DEFINITION 1
privacy mechanism A satisfies a-differential privacy if for any dataset
D, and D- differing on at most one record, and for any possible
anonymized dataset D € Range(A),

PrlA(Dy) = D] < e* x PrlA(Dz) = D) 1)

where the probability is taken over the randomness of .A.

The privacy parameter o, also called the privacy budget [21]],
specifies the degree of privacy offered. Intuitively, a lower value
of o implies stronger privacy guarantee and a larger perturbation
noise, and a higher value of o implies a weaker guarantee while
possibly achieving higher accuracy. Two databases D and D> that
differ on at most one record are called neighboring databases. In
our problem definition, a database “record” represents a browsing
session and therefore our work is designed to protect the presence
of absence of every individual session.

Laplace Mechanism. Dwork et al. [10] show that a-differential
privacy can be achieved by adding i.i.d. noise to query result g(D):

d(D) = q(D) + (Ny, ... )
G5 3

7Nm)T

]\7¢va(110(07 ) fori=1,...,m
where m represents the dimension of ¢(D). The magnitude of
N conforms to a Laplace distribution with 0 mean and G'S(q)/c
scale, where GS(q) represents the global sensitivity [10] of the
query q. The global sensitivity is the maximum L1 distance be-
tween the results of g from any two neighboring databases D1 and
D-. Formally, it is defined as follows:

GS(q) = max |lg(D1) — q(D2)]]1 - Q)
Dy,D2
The following lemma establishes the sensitivity of counting web
page visits in data set D for 1" time stamps, in order to protect the
privacy of each individual session.

LEMMA 1 (SENSITIVITY FOR COUNTING PAGE VISITS). Let
D be the session database with maximum session length lmqz.
Then for a query q(D) = {{zi}™,, fork = 1,... T} which
computes the number of sessions in D browsing page; at time k
for every i and k, the sensitivity GS(q) of q is at most lmaa.

PROOF. For any session s in D, at most one page page; is vis-
ited by s at time k. Furthermore due to the session length con-
straint, over the entire time frame T, the session s can visit at most
lmaz pages (either the same page for multiple times or different
web pages). Hence, by adding or removing any session s from the
dataset D, we would change at most lmaa counts of q(D) output
by one. Therefore, it follows that the sensitivity GD(q) of q is at
most lmaq. [

(a-DIFFERENTIAL PRIVACY [2]]). A non-interactive
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Figure 2: Illustration of State-Space Model

3.3 State-Space Model

State-space model is widely used for time series modeling and
analysis. A simple illustration of the state-space model is shown in
Figure 2l A time-series {2y} can be considered a sequence of ob-
servations made from the true, “hidden” states {x } (indicated by
the dark shade). The true states cannot be directly accessed and are
often assumed to be generated by a known process. A linear pro-
cess model that describes the transition between two consecutive
states is as follows:

Th+1 = Az + wi ©)
wi ~ fu(:) (6)

where A is the time-invariant coefficient and w;, represents the
noise of the linear model. Commonly, wy, is assumed to be a white
noise which follows a time-invariant distribution f,,(-). The pro-
cess model relates the current system state xx41 to the previous
state 5. The intuition behind the linear process model is that the
current system state is expected to be linearly correlated to the pre-
vious state, except for some random process disturbance.

The observed time series {zx } are obtained from the true states
and is considered to contain additive measurement noise. The fol-
lowing measurement model serves as an example of how an obser-
vation zj, can be obtained:

zr = Hxp + vy @)
v ~ fu(’) (8

where H is the linear coefficient and v represents the additive
measurement noise. For simplicity, vy, is often assumed to follow
a time-invariant distribution with probability density function f, .
The measurement model relates the observation z; to the true state
xg. In traditional engineering context, f, depends on the mea-
surement equipment/process and varies from system to system. In
our problem setting, we consider the series of raw aggregates as
the underlying states {zx} and the perturbed aggregates by the
Laplace mechanism as the observations {zx}. Therefore, we set
fv = Lap(0, lmﬁ) in privacy preserving monitoring scenario.
The state-space model of time series data is widely used to es-
timate the true state z; from the observation zj in the presence
of noises, knowing the model parameters A and H, and the noise
distributions f,, and f,,. However, there is no computationally effi-
cient method for posterior estimation when either wy, or v is non-
Gaussian. Below we outline two efficient filtering algorithms with
Gaussian approximation of the measurement noise v,. We will ex-
amine the possibility of approximately modeling the Laplace mea-
surement noise with a white, Gaussian noise in Section 4.

4. PROPOSED SOLUTIONS

The goal of our work is to enable the data holders to share useful
aggregates for web monitoring applications, while preserving pri-
vacy. There are three key components to achieving this goal. First
of all, the privacy of individual sessions should be protected with
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strong guarantee. Our solutions adopt differential privacy to pro-
tect every session, despite possible background knowledge known
to the adversary. Secondly, the differential privacy mechanism in-
jects perturbation noise into every released aggregate. Therefore, a
post-processing, i.e. estimation, component is used in our system
in order to recover the perturbed values and to improve the utility
of released aggregates. We propose two approaches to estimate the
aggregates for each web page separately or all web pages simul-
taneously. Thirdly, the dynamics of the underlying aggregate time
series should be utilized in order to perform accurate estimation.
Therefore, we propose to learn the state-space models with pub-
licly available data, which can come from historical data or users
who consent disclosure. We will demonstrate that our solutions
learn accurate models and achieve high utility in the released data,
even with a small training set.

The system framework of monitoring web browsing activities
with differential privacy is depicted in Figure 3] At every time
stamp, the statistics of browsing sessions can be obtained by ag-
gregating the private user data. The raw aggregates will then be
perturbed by the Laplace Perturbation mechanism to ensure the
pre-defined level of differential privacy. The perturbed aggregates
are then used by the Estimation module to derive posterior esti-
mates of the original aggregates. Based on which approach is in
use, the posterior estimate can be derived for each web page sepa-
rately or for all web pages simultaneously. The state-space model
used in posterior estimation can be learned through the Training
component with publicly available data. Based on the method in
use, we can learn a state-space model for each activity separately
or an all-in-one state-space model for all web pages. The sanitized
output data is the posterior estimates released in real-time, which
are statistically more accurate than the purely perturbed values. The
detailed algorithms are described below.

4.1 Univariate Time Series Approach

The first solution to monitoring web activities with differential
privacy is to establish a univariate state-space model for the count
series of each web page and estimate the true states from the per-
turbed values. We adapt our previously proposed FAST frame-
work [14] to provide session-level privacy and apply the Kalman
filter based estimation algorithm to each univariate count series.

For each web page i, we establish the following process model

for the time series {z},fork =1,...,T}:
Thi1 = Tk + Wi ©
wi ~ N(0,Q") (10)

where w} represents the process noise for the ith page. For simplic-
ity, wy, is often assumed to be a white Gaussian noise with variance
Q". Similarly, the measurement model for the Laplace perturbed



value z} is established below:
11
12

Zk:Zl’k—Fl/k

lmaac
)

vi, ~ Lap(0,

where v} represents the Laplace perturbation noise added to the
count of page ¢ at time k in order to protect individual sessions.
Note that since v} is added to each page i in parallel at every time
stamp k, it follows the same distribution regardless of ¢ and k.

We have studied the posterior estimation challenge and found
that the posterior distribution cannot be analytically determined
when f, () is non-Gaussian. It has been reported in [14] that it is
sufficient to approximately model v/}, as a Gaussian noise for poste-
rior estimation purpose and thus the Kalman filter algorithm can be
adopted to efficiently compute the state estimates. Specifically, the
following Gaussian distribution with mean 0 and variance R was
proposed:

vi ~ N(0, R) (13)

In this work, we adopt the same approximation in Equation (13)
in order to utilize computational attractive structure of the Kalman
filter for posterior estimation.

Estimation algorithm. The Kalman filter [[17]] is a recursive method
that provides an efficient means to estimate the state of a linear
Gaussian process, by minimizing the variance of posterior error.
Below we outline the recursive Kalman filter mechanism for our
proposed solution based on univariate time series models.

For each web page ¢, given the state-space models defined in
Equation (9-11, 13), our algorithm recursively performs two steps:
Prediction and Correction, at every time stamp k.

The Prediction step is described in Algorithm[]l represents
state estimates and the superscript “ ~ ” represents variables related
to the prior estimate. In Line 1, a prior estimate :Ef; is derived
from the posterior estimate of time k£ — 1, according to the constant
process model in Equation (9). P]:f denotes the prior error variance
and is defined as follows.

Py = El(ay — &) (zh —

T3]

)T
Line 2 updates P,if according to the distribution of the process
noise wi.

Upon receiving a perturbed value from the Laplace perturbation
mechanism, the Correction step, as in Algorithm[2] is performed
to derive a posterior estimate of the true state. In Line 1, the Kalman
gain K} is updated. In Line 2, the posterior estimate 2% is obtained
by linearly combining the prior estimate and the noisy measure-
ment zj. Line 3 further updates the posterior error variance Py,
which is defined as follows:

Pl = B[(z}, — &) (zh — #4)7]

(14)

15)

Note that the Kalman gain K}, in Line 1 is derived by minimizing
the posterior error variance P;. We refer interested readers to the
seminal work by R.E. Kalman [17] for details about the derivation
of the Kalman gain.

The overall solution based on univariate time series state-space
model is summarized in Algorithm[3 At every time stamp k, for
each web page i, a prior estimate is derived from the prediction pro-
cedure according to the process model, while a posterior estimate
is derived by combining the prediction and the noisy observation
in the correction procedure. At the first time stamp, i.e. k£ = 1,
the perturbed value z} is released for initialization. The advantage
of the univariate solution is its efficiency in computing the mini-
mum variance estimate for linear Gaussian problems. As can be
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Algorithm 1 Prediction(i,k)

Input: Previous posterior estimate x%_,
Output: Prior estimate &~

AG—

. — i
12, =%,

2: PIm = Pi_, +Q°

Algorithm 2 Correction(i,k)

Input: Perturbed count z}, _
Output: Posterior estimate Z},

I Ki = P (P, +R)™
2@ =& + Kj(z - 2)
3P =(1-K.)Pi~

seen, the required computation time is linear of the number of web
pages, i.e. O(m), per time stamp. The process can be easily paral-
lelized, since each web page is modeled and processed separately.
We will further study the run time performance of this approach in
the experiment section.

Parameters. The process noise variance Q" is in general difficult
to determine by observing the process. In practice, it is usually set
by off-line tuning. We will show how to tune Q* for each web page
7 in the experiment section. As for the approximate Gaussian noise
variance R, we conducted analysis on posterior error variance and
the result is stated below.

THEOREM 1  (OPTIMAL APPROXIMATION). Given the pertur-
bation noise distribution Lap(0, lmax /) at every time stamp, us-
ing an approximate Gaussian noise that follows N(0, R) leads to
the following posterior error:

var(zy — &) =
R*var(zj—1 — #j—1) + Q']
(Pl + R

2(P} lmaz)?
(P.” + R)2a?

16)

2
and optimal posterior estimation requires R o< lm% .
«@
PROOF. See Appendix A. [

On the other hand, the error covariance P} and the Kalman gain
K} will stabilize quickly when Q° and R are constant, regardless of
the initial settings. Therefore, we adopt the following initialization
K{=0and P{ = Rinour experiments.

Privacy. The privacy guarantee of univariate algorithm is stated in
the following theorem.

THEOREM 2 (PRIVACY GUARANTEE). Algorithm 3 satisfies
a-differential privacy.

PROOF. By definition of the Laplace perturbation mechanism
and sensitivity analysis in Lemma 1, the perturbed data values
{2}, fori = 1,...,m} satisfy a-differential privacy. Since nei-
ther Prediction nor Correction interact with the raw aggregates,
there is no extra privacy leakage incurred by those two procedures.

4.2 Multivariate Time Series Approach

As web browsing sequences exhibit strong navigation patterns
between adjacent web page requests, it has been shown that user

navigation patterns can be well captured by first-order Markov chain [4].

In order to incorporate this rich spatio-temporal correlation, we



Algorithm 3 Univariate Time-Series Algorithm(k)

Algorithm 4 Multivariate Time-Series Algorithm(k)

Input: Raw counts {z%,fori = 1,...,m}, privacy budget o
Output: Private, released counts {rj,fori =1,...,m}
l:fori=1,...,m,do
2: prior < Prediction(i, k)
3: 2z < perturb z% by Lap(lm%)
4: posterior < Correction(i, k)
5 ri <« posterior

propose the following method which establishes a multi-variate
time series model and at each time stamp releases the counting his-
tograms of all web pages at once.

The multivariate time series process model which utilizes the
navigation Markov chain is described below:

Xkt1 = MXy + wik
wk ~ N(0,Q)

an
18)

Each state in the multivariate time series is a vector, i.e. Xy
(z},...,2)T. The linear coefficient M is represented as a m-by-
m Markov transition matrix and is defined as follows:

P11 P12

M = P2,1 P22 (19)

where each element p; ; represents the probability of transitioning
to the ith page from the jth page.

The process noise is also a vector, i.e. wix = (wi,...,wp)T,
where w represents the process noise of the ith page at time stamp
k. By assuming each w}, follows a white, time-invariant Gaussian
distribution and all w}’s are mutually independent, we can derive
that wy is also white Gaussian and its covariance matrix Q is the
diagonal, i.e.

Qv o ... 0
0 Q** ... 0
Q= : : : (20)
0 0 Qm,m

where each Q%' is a positive scalar value that represents the vari-
ance of process noise w, in the multivariate model. Note that Q%*
might be different from Q° as in the univariate model, since the
multivariate model captures the spatio-temporal correlation of mul-
tiple aggregates.

Similarly, the multivariate measurement model is established as
follows:

Zy = Xk + vk
Vi n~ N(O7 R)

@n
(22)

where Zy is the vector of perturbed values at time k, i.e. Zyx
(2., 2")7. v stands for the vector of independent perturba-
tion noise, i.e. vk = (ui, ..., vi*)T, where each noise follows the
time-invariant Laplace distribution Lap(0, “z=). For efficiency,
we approximately model v as a white Gaussian noise with covari-
ance matrix R.
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Input: Raw counts {z%,fori = 1,. .., m}, privacy budget o
Output: Private, released counts {r},,fori =1,...,m}
## Prediction

1: X, = MXy 4

2: P =MPr_1MT+Q

## Perturbation

3: Zi <+ perturb Xy by Lap(lmez)™
## Correction

4Ky =P (P, +R) "

5: Xk = X; + Kk(Zk — X;)

6: Py = (I — Kk)P];

7:{ri} « Xy

The perturbation noises are added independently to web pages.
Therefore, the covariance matrix R is also diagonal:

RV 0o ... 0
0 R%»? ... 0
R= (23)
0 0 Rm,m

where each R"" is a positive scalar value that represents the vari-
ance of measurement noise v, in the multivariate model.

Estimation algorithm. The estimation algorithm based on multi-
variate time-series model is summarized in Algorithm [ As can
been seen, similar computation structure based on the Kalman fil-
ter is adopted. At every time stamp k, a posterior estimate Xy is
released for monitoring applications, which contains the estimated
counts at time k for each web page.

From the computational aspect, the multivariate time series ap-
proach includes four matrix-matrix multiplications as well as one
matrix inversion at every time stamp. The computation complexity
at every time stamp is therefore O(m®), due to the matrix compu-
tations. We will empirically study its runtime performance in the
experiment section.

Parameters. In the Markov matrix M, each entry p; ; represents
the probability of transitioning to the ith page from the jth page.
We propose to estimate each p;,; as follows:

#(page;, page:)
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#page; @9

bij =

where #page; is the number of occurrences of page j and #(page;, page;)

is the number of occurrences of page ¢ immediately following page
J. The number of occurrences can be obtained by counting support
from the browsing sequences in the training set.

The noise covariance matrix Q can be also learned by off-line
tuning. Unlike the univariate approach, the tuning of covariance
matrix Q has an exponential search space, since we need to simul-
taneously set all diagonal elements. We adopt a similar approach
to Yan et. al [28] which utilizes the computation structure of ge-
netic algorithm (GA) for parameter optimization. The details are
provided in the experiment section.

As for the approximate measurement noise R, since the actual
measurement noise is only determined by the Laplace perturbation
mechanism, we set R"* = R for every i as in the univariate model
in our experiments.

Privacy. The privacy guarantee of multivariate algorithm is stated
in the following theorem.



Symbol | Description Default Value
«@ Total Privacy Budget 1
R Gaussian Noise Variance 40, 000
m Number of Web Pages 18
T Monitoring Time 100
lmax Max Session Length 20
Table 2: Default parameter settings
Dataset MSNBC
sessions 989,818
categories 17
longest session length | 14,975
average session length 4.7
Table 3: MSNBC data set summary
THEOREM 3  (PRIVACY GUARANTEE). AlgorithmMlsatisfies

a-differential privacy.

PROOF. Similar to the proof of Theorem 2. Omitted. []

S. EXPERIMENTS

Here we present a set of empirical studies conducted a simulation
of dynamic web browsing behavior generated from real-world data.
In each study, we compare the following four methods: 1) U-KF,
i.e. our univariate Kalman filter approach as an extension of the
FAST framework [14], 2) M-KF, i.e. our multivariate Kalman filter
approach which incorporates the rich spatio-temporal correlation in
the process model, 3) LPA, i.e. the baseline method that releases
the Laplace perturbed value at every time stamp, which is applied
to each univariate times series, and 4) DF'T, i.e. the Fourier transfor-
mation based algorithm [23]], applied to each univariate time series
separately in an off-line manner.

The default settings of parameters required by the above meth-
ods are shown in Table [5] except for the process noise parameters
Q" and Q%' for every i and the markov transition matrix M, which
can be learned from the training data. Note that the number of
web pages m is 18, which includes all the actual web pages from
MSNBC data set and an inactive status “$” introduced by us on pur-
pose. We preserve d = 20 Fourier coefficients for the DFT method,
as suggested by the authors [23].

5.1 Simulating Dynamic Browsing Sessions

We believe that empirical evaluations should be conducted in a
practical setting in order to demonstrate the usability of proposed
methods in solving real problems. In the absence of raw log files
with the finest page and time granularity, we propose to simu-
late the dynamic browsing behavior with the Poisson process and
anonymous, real-world session data.

As the data pool for our simulation, we consider the MSNBC
anonymous web dataset at the UCI Machine Learning Repository.
The MSNBC data, summarized in Table[3] contains nearly 1 million
anonymous browsing sessions collected over a period of twenty-
four hours on the msnbc . com domain. All web pages were classi-
fied into 17 categories, and each session in MSNBC data set records
a sequence of category requests with variable length.

In our simulated data set, we consider a time frame of 7" = 100
time stamps, where at each time stamp a number of new sessions
start and some existing ones may end. Attime ¢ = 1 we start by
randomly sampling Sstqr+ = 100000 sessions from the candidate
set. Successively at every new time stamp, we randomly sampled
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Snrew sessions from the candidate set, where Sye. is a random
variable drawn from a Poisson distribution with mean 10000. This
choice is motivated by the fact that the Poisson process has been
commonly used in modeling user page request rate for web brows-
ing [20, [8] and for video-on-demand systems [29]. In particular,
we use the same methodology as in Yu et al. [29], where Shpew
is upper-bounded by N = 20000 which represents the maximum
number of new sessions that the server can handle at any time. For
every session drawn from the candidate set, prior to adding to our
simulated data set, it is first truncated if needed to contain up to
lmaz web pages. Then it is padded with a special symbol “$”,
which indicates being inactive, at the beginning as well as in the
end, such that the total number of symbols is 7". For each session
starting at time stamp k, k — 1 $’s are added at the beginning. A
proper number of $’s are added to the end of each session based
on the actual session length. As a result, we generated 1, 089, 281
dynamic browsing sessions, where the start of each session is indi-
cated by the first non-$ symbol in the sequence.

To estimate model parameters for our proposed methods, we cre-
ated a training data set with a small percentage, i.e. 5%, randomly
sampled from the simulated data set. For evaluation purpose, we
randomly sample 100 test data sets { D1, D2, ..., D1oo }, each con-
taining 10% of the simulated data set. Average results obtained
from {D1, D2, ..., D1oo } are reported in our evaluations.

5.2 Learning Models

Below we describe how to estimate the model parameters from
the training data. As we introduced $ in simulating the browsing
behavior to indicate the inactive states, we treat $ as a web page and
learn the process noise for its count series as well as the transition
probabilities for our proposed methods.

For the univariate approach, we can learn the dynamics of the
count series for each web page i, i.e. the process noise variance
@', from the training data set. For each web page i, we aggregated
its count series from the training set and tuned Q* to minimize the
posterior estimate error. Since each @ is a real value and implies
a large search space, we specified a search domain comparing only
different orders of magnitude, i.e. {107*,107% ...,10°}, in or-
der to speed up the training process. For every ¢ and each setting
of Q°, we ran the univariate approach 50 times to overcome the
randomness of the perturbation noise and the value which resulted
in minimum average relative error, as defined in Equation (25), for
posterior estimates was preserved for real-time monitoring.

For the multivariate approach, we can learn the transition proba-
bilities p;,; for any web page pair ¢ and j from the training set, as in
Equation (24). Note that we can also learn the transition probability
from the inactive status $ to any web page, which indicates the like-
lihood of starting a new session and which web page it starts from.
As for the noise covariance matrix Q, the same search domain as
above was specified for each element Q%°. We implemented the
genetic algorithm (GA) with random initial solutions and the pop-
ulation size 50, and ran it for 20 iterations. The fitness value is
defined as the average relative error (over 50 runs) of the posterior
estimates generated by the multivariate approach, compared to the
raw count series aggregated from the training set. The best solution
generated by GA algorithm was preserved for real-time monitoring.

5.3 Utility Evaluation

The goal of our work is to share useful statistics of on-line brows-
ing behavior in order to perform monitoring tasks. We compare the
utility of data released by our proposed methods, i.e. U-KF and
M-KF, against existing approaches, i.e. LPA and DFT. Note that
the DFT is an off-line method and therefore cannot be applied to
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Figure 4: Comparison of average relative errors

real-time monitoring tasks. It is only included in our experiments
for reference and comparison.

We adopt three different utility metrics in the following stud-
ies, including both generic metrics as well as application-specific
metrics. For each set of evaluations, we further study the trade-off
between utility and privacy for each method by varying the privacy
budget, i.e o value. The usual range of « adopted by most other
works in differential privacy is between 0.1 an 1. However, we
choose a larger range in our experiments including smaller « val-
ues, i.e. 0.01 and 0.05, to demonstrate the applicability of all four
methods when the privacy requirement is high.

5.3.1 Average Relative Error

In the first set of empirical evaluations, we consider to measure
the Average Relative Error (ARE) between the released count series
and the original count series. In short, ARE is a widely used metric
which measures how well the released time series {r% } follows the
original series {x%} for every i = 1,...,m. It is a generic metric
to evaluate data accuracy, disregarding the actual, domain-specific
applications. More formally, we define the ARE error as follows:

1 m T
ARE:W;Z

where 6 = 1 by default, in order to handle the special case when
xt is zero.

As in the above definition, the ARE value provides an indication
about the quality of the overall released time series, where smaller
values of ARE imply higher similarity between the released and the
original series, hence higher utility. We ran all four methods under
different privacy budgets and the corresponding ARE values are
reported in Figure[dl We observe that for every approach the ARE
drops as the privacy budget increases. This is due to reduced per-
turbation error introduced by the differential privacy mechanism.

The baseline approach LPA which directly releases perturbed
values results in the highest ARE error in every privacy setting, due
to the perturbation noise. With relatively strong privacy require-
ment, i.e. a = 0.01, the LPA algorithm results in large relative
error which is more than 10 times higher than that of our proposed
method M-KF'. The U-KF method and the DF'T method show simi-
lar results for all privacy settings. However, the former releases ag-
gregates in real-time, while the latter requires an off-line processing
of the time series due to the Fourier transform. Our proposed al-
gorithm M—-KF turns out to be superior and constantly outperforms
all other methods, resulting in the lowest ARE error with real-time
release of private data. M-KF yields to 59% error when o« = 0.01
and 8% error when o« = 1, while DFT results in more than 200%
error when v = 0.01 and 13% error when oo = 1.

|7"k —$k|

max{z{,d} @5)
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5.3.2 Top-K Mining

A fundamental application of monitoring web browsing behav-
ior is top-K mining, which aims to find the K most popular web
pages visited at every time stamp. Therefore, the ability to pre-
serve the most popular pages in the private, released data values is
an important indicator of the solution usability. In the next set of
experiments, we perform top-/ mining at every time stamp on the
released data by all the methods and report the Average Precision
(AP) over the entire monitoring time period. We define the average
precision as follows:

(26)

1 T
= T ZTPRk
k=1

where T'P Ry, represents the true positive rate of the top-K pages
discovered from the private, released data at time k. Apparently, a
higher value of AP indicates higher utility, since it reflects the capa-
bility for more accurate discovery of most visited web pages at any
time stamp. We ran all four methods with different privacy budget
values and plot the average precision for mining top-5 web pages in
Figure[3l Similar trends can be observed when experimenting with
different K values. Thus we omit those results here for brevity.

For all four methods, the average precision is raised as the pri-
vacy budget « increases. The baseline LPA again offers the worst
mining utility in the shared data in every privacy setting, preserving
only 33% of top-5 web pages when « is small, i.e.cc = 0.01, due to
the random perturbation. Our univariate approach U-KF falls be-
hind the off-line method DFT and the multivariate approach M-KF
until the privacy budget is large enough, i.e. o > 0.5, due to the
individual state-space modeling for each web page. However, we
observe that U-KF is still applicable and it yields 80% precision
with a = 0.05. The off-line DF'T method yields 80% precision
when o« = 0.01 and provides comparable utility to our multivari-
ate approach M-KF when o > 0.05. Again the M-KF method is
proved to be superior to all the other methods, providing 95% pre-
cision in top- K mining even under very small privacy budget, i.e.
a = 0.01.

5.3.3 Distributional Similarity

In this set of experiments, we consider the count values at ev-
ery time stamp, i.e. {z%,fori = 1,...,m} and {r,fori
1,...,m}, as distributions of user sessions over the domain of web
pages and propose to evaluate the distributional similarity between
the released counts and the original counts at all time stamps. The
intuition behind is that the session distribution over the domain of
web pages enables understanding of the relative popularity of any
web page at any time stamp. Thus measuring the distributional sim-
ilarity would provide a comprehensive view of the utility of data
released over the entire web page domain.
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Figure 6: Comparison of distributional similarity

A common metric widely used to measure the distance between
two probability distributions is the KL-divergence. It is a non-
symmetric measure that computes the information lost when a pro-
posed distribution is used to estimate a true distribution. In our sce-
nario, the estimate distribution at time stamp k comes from the re-
leased data values {r%,fori = 1,...,m}, while the true distribu-
tion comes from the original count values {:cz, fori=1,...,m}.
We normalized the data values at every time stamp and denote the
corresponding distributions as {#%} and {#;}. Therefore, the av-
erage KL-divergence of the released time series R with respect to
the original data series X can be defined as follows:

R AN
Ly 1n<F—f> #
k=11i=1 k

It reports the average KL-divergence of the released distributions
{#i} with respect to the true distribution {Z%} at all time stamps.
Intuitively, the smaller the average KL-divergence is, the more sim-
ilar the released distributions are to the original distributions.

All four methods were run under different privacy settings and
the average KL-divergence results are shown in Figure[6l The base-
line LPA yields highest KL-divergence among all methods in every
privacy setting. Due to the randomness of the perturbation noise,
the data released by LPA fails to preserve the distributional sim-
ilarity with respect to the original data. Our univariate approach
U-KF does not show clear advantage over LPA when o = 0.01,
due to the separate modeling of each web page. However, it can be
seen that U-KF quickly catches up with DFT and the multivariate
approach M—-KF when o > 0.1. Again, the M-KF method provides
the best utility in every privacy setting, preserving the distributional
properties in the private, released data values even when the pri-
vacy budget is small, i.e. & = 0.01. We can see that M-KF yields a
four times smaller divergence compared to the off-line DF'T method
when o = 0.01, thanks to its accurate, multivariate model.

Drr(X|R) = 27)

5.4 Runtime

An important aspect of the methods that release data for moni-
toring tasks is the processing time of shared data. Here we empir-
ically compare all four methods in terms of the total running time
for releasing private data values over 7" time stamps. Note that we
exclude the training time for learning the model parameters since
it is a one-time cost and usually done off-line. In addition, the pro-
cessing time for each time stamp can be easily estimated from the
total running time.

All four methods were run under the default parameter settings.
Their testing time (training time excluded) was recorded and the
average runtime in milliseconds over all test data sets is reported
in Figure[7l As can be seen, the off-line method DF T, with overall
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complexity O(mT?) [, turns out to be the most expensive com-
pared to other real-time methods. We observe that DF'T takes 23
milliseconds to release aggregated data for m = 18 web pages over
T = 100 time stamps. Our multivariate approach M-KF, which re-
quires matrix multiplications, additions, and inversions, has overall
complexity O(m>®T'). As is shown, M-KF only takes 4 millisec-
onds, one sixth of DE'T runtime, to release the same amount of data.
We believe M-KF is highly applicable in our problem setting, es-
pecially when m < T'. Both our univariate approach U-KF and
the baseline LPA have linear complexity, i.e. O(mT'). As in the
empirical results, both LPA and U-KF take in-significant amount
of time which is measured as zero. We conclude that compared
to the baseline LPA, our U-KF method achieves good amount of
utility improvement with no additional computational cost, while
our M-KF method greatly improves utility with moderate additional
computational cost. We believe that our proposed methods can be
applied to sharing private statistics in real-time, without compro-
mising the outcome of web monitoring applications.

6. CONCLUSION AND FUTURE WORKS

We took a first step towards releasing web browsing data for
monitoring tasks with differential privacy and proposed two al-
gorithms which release real-time statistics that guarantee session-
level privacy. Our solutions utilize the rich correlation of the time
series of aggregated data and establish univariate or multivariate
state-space models to describe the underlying correlation. We have
shown that the correlations can be learned from a small set of pub-
licly available data and the learned models are accurate and appli-
cable to a larger set of unknown, private data.

To improve the utility of released data, out solutions release the
posterior estimates of the true aggregates, which are statistically
more accurate than purely perturbed values. The posterior estima-
tion algorithm is based on the Kalman filter and we formally ana-
lyzed the optimal choice for approximately modeling the Laplace
perturbation noise with a Gaussian noise. We proved that both
the univariate approach and the multivariate approach satisfy a-
differential privacy. We further analyzed the time complexity and
empirically compared the runtime efficiency.

We evaluated our solutions in comparison to a baseline method
as well as an off-line method based on Fourier transform. Three
utility metrics, including average relative error, precision for top-
K mining, and KL-divergence, were selected to examine the utility
of released aggregates. The results show that the utility of private,
released data by our solutions closely resembles that of the original,
unperturbed aggregates. We conclude that our solutions are highly

*In general, the Discrete Fourier Transform requires O(72) com-
plex multiplications and additions for a time series of length 7.



applicable to web monitoring tasks while providing a rigorous pri-
vacy guarantee.

Finally, there are a few aspects to our proposed approaches that
can be explored in the future. The first potential aspect is the
possibility to combine user browsing requests to different web-
sites/servers. Browsing across platforms is very common in the
real world, as users often switch between search engines and shop-
ping sites or social networks. Combining the browsing requests to
different servers which are made within a short time window could
provide a broader view of user navigation patterns and thus enable
more data mining applications. The second aspect, i.e. the scala-
bility of the multivariate method, becomes an immediate challenge
when the domain of web pages is large. As the m value increases,
the multivariate state-space method yields high time complexity,
i.e. O(m®), due to matrix operations. Classic techniques that ex-
ploit matrix properties, such as sparsity, rank, and decomposability,
can be utilized to reduce the computation requirement at the cost of
accuracy. Last but not least, we can consider other probabilistic
models and different inference methods, in order to find the most
suitable techniques for web browsing behavior.
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APPENDIX
A. PROOF OF THEOREM 1

Below we analyze the posterior error when the Laplace perturba-
tion noise is approximately modeled with a Gaussian noise. Given
any web page i and &, derived by the Kalman filter based estima-
tion algorithm, i.e. Algorithm[f]and[2] the posterior error variance
can be calculated as follows:

var(&), — zk) = BE(2}, — 2})? — B*(&), — z},) . (A.1)
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Note that both process noise and measurement noise are white
and mutually, serially independent. By definition of £, we get the
following:

E(#, — ;) =0.
Therefore, we will only need to estimate the first term in Equa-
tion (A.1). Substituting Line 2 in Algorithm2lleads to
B(@} — ai,)’ = Bl(1 - Ki)(&), — k) + Ki (i — 1)
= E[(1 - Ki)(@h-1 — i) + K]
= B[(1 - Kii) (#h1 — i)
+ (1= Ky (xhn — ah) + K]
=(1-Ki)’E(#h—1 — k1)’

2

1 7 7 2l3na;c
+(1 - Kp)*Q +(Kk)27 (A2)

where v}, represents the Laplace perturbation noise and follows
Lap(07 lmax )

@

Substituting the Kalman gain, i.e. Line 1 in Algorithm 2] into
Equation (A.2), we get
_ R2[E(&),_; — x},_1)° + Q']
(P + R)?

Applying the gradient descendant method to minimize the posterior
error variance, we obtain the following result for R:

2P
_ xiil)Z + Ql :

2(Pé7l7rLaw)2
(P.” +R)%a?

2
R = lma:v

a? E(i’};fl
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