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What' s wrong with anonymization?

Replication,generality= needto usemultiple traces
¢ Includingcorporations|SPs,universities

Anonymizationisn’t goodenough
¢ Leavestoo muchstuff out:
— Many experimentannotuseanorymizedtraces
e | eavestoo muchstuff in:
— Many companiesvon’t releaseanorymizedtraces
becausé¢oo muchinformationremains

— Anornymizerneeddo beverified(l’ ve seererrors!)
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Solution: Move the codeto the data

Returnresults,not anorymizedinputs

Make code-shippin@g well-understoogractice:

e Setexamplessothatcorporatons,|ISPswill accepitt
— Placecodeé& resultson InternetTraffic Archive

e Shippedcodemustbecheckable= usesourcecode
— Encourageshecking& replicationof experiments

e \Would benefitfrom non-crapy standardog format
— Don’t wantto reimplementodefor eachtracesite
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UseCLF, goto jall

Problemsvith CommonLog Formatandits relatves:
e Missinginformation(timestampsdurationsgetc.)
e Lackof first-classsupportfor proxies,caches
e Hardto parse
— Crappy quotingmechanismgjmestamgormats

Neededwell-defined highly-detailedWeblog format
e Focuson externalbehaior, notsenerinternals
e Shouldbeextensible self-describing

WWW 2002panelon Web Measurements 3of5



| didn’t sayit would be easy!

Deluggingshippedcodeis harder
e Usuallyrequiresa helperbehindthecurtain

SomelSPs,corporationswill still resist
e Researchemnhustexplainthebenefits
e Will needsomeseriousproofsof safety

Deploymentof new log formatwill take time
¢ Incentvesfor commonalityhereareunclear
e Largesitesmorelikely to beusingtheir own code
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Somestuff that | want in Webtraces

e Timestamps
— FIne-grainecndsynchronized
— For all protocolevents(e.g.conn.establishedreq.
receved,resp.startsresp.ends,conn.closed)
e Cache-relatetleaders:
— Cache-controlExpires,Last-Modifed,Etag
— If-Modified-Since,If-None-Match
e ConnectionDs, encoding-elatedheaders
e Accurateerrors& sizes(includingfailedxfers)
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